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Abstract. This paper examines Vaudenay’s privacy model, which is one of the
first and most complete privacy models featured the notion of diffgewmacy
classes. We enhance this model by introducing two new generic advelasses,
k-strong andk-forward adversaries where the adversary is allowed to corrupt a
tag at mosk times. Moreover, we introduce an extended privacy definition that
also covers all privacy classes of Vaudenay’s model. In orderh@ee highest
privacy level, we study low cost primitives such as Physically UnclonBblec-
tions (PUFs). The common assumption of PUFs is that their physicatsteLie
destroyed once tampered. This assumption works only in the ideal eaaade

the tamper resistance depends on the ability of the attacker and the quality of
the PUF circuits. In this paper, we have weaken this assumption by intraduc

a new definitionk-resistant PUFsk-PUFs are tamper-resistant against at most
k attacks, i.e., their physical structure remains still functional and cbtnetil

at mostk!" physical attack. Furthermore, we prove that strong privacy can be
achieved without public-key cryptography usikégUF based authentication. We
finally prove that our extended proposal achieves both reader digtttéon and
k-strong privacy.
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1 Introduction

Radio Frequency IDentification (RFID) technology has benefited isorgaat-
tention as an emerging solution for automatically identifying and/or authenti-
cating distant objects and individuals. A typical RFID system generallgists
of tags, i.e., a microcircuit with an antenna, readers, which allow to remotely
query the tags, and a back-end server that manages all the informaditead te
each tag. The tag transfers its coded data when queried by a readeeatter
consigns the packets collected from the tag to the back-end server intorde
perform the identification and/or authentication process.

Recently, many technologies based on RFID have been rapidly deployed
in several daily life applications such as payment, access control, ticketing,
passport, and etc. The security and privacy are two major concerngse th



applications because the communication between tags and readers runs on a
insecure wireless channel. These concerns are definitely critical peivas

tags are required to provide a proof of identity. The most conspicuavacgr

risk is the tracking of the tag owner that allows the creation and abusetmfipar

lar tag owner profiles. Therefore, an RFID system should provididmmtiality

of the tag identity along with untraceability of the tag owner even the internal
state of the tag has been disclosdd]] Besides, an RFID system should be
resistant against the traditional authentication and identification threat@asuch
tag impersonation, tag cloning and denial of service att@chitigating these
problems requires the researchers to design identification/authenticagion pr
cols that include cryptographic mechanisms. On the other hand, most Bf RFI
tags have limited memory and computational capability; therefore, the existing
privacy-preserving mechanisms, which require high computational, casts

not applicable to many restricted RFID systems. Furthermore, most of RFID
tags are not tamper resistant against strong adversarial attacks. Nphyely

ical attacks on tag’'s chip allow the adversary to learn the secrets stored in
the tag. Thus, the design of a privacy preserving and cost-efficietd Ru-
thentication protocol is a challenging task for industrial applications. Tdlfulfi
these needs, several authentication mechanisms have been proposdien th
ature b, 14, 21, 26, 32, 35, 41, 44].

The design of a privacy-preserving RFID authentication protocols ss de
perate for an suitable security and privacy model in order to admit ofefudar
security analysis of the protocol. A large number of frameworks have pee
posed to formalize security and privacy in the context of RFID systgm,[
10, 12, 19, 22, 24, 29, 48, 49]. The shortcomings of these frameworks are ad-
dressed in11] and the Vaudenay’s modedy] is one of the most evolved and
well defined privacy model. Moreover, Paise et aV][extended the Vaudenay's
privacy model (PV-model), where PV-model additionally offers readghen-
tication. Later, Armknecht et al3] showed that it is impossible to achieve both
reader authentication and any reasonable notion of RFID privacy in\the P
Model (where the target tags are vulnerable to corruption). On the b#ret,
Habibi and Araf RO} claimed that the privacy definition and adversary goal
presented by Armknecht et al. is completely different from the PV-Madel
the highest achievable privacy level in the Armknecht et al.'s privaogel is
narrow weakprivacy.

In this paper, we address two privacy notions of Vaudenay's méat@lard
andstrongprivacy. A forward adversary is allowed to corrupt the tag and once
corruption is performed, the system is considered destructed, and roam it
use only information of the memory of the target tag. A strong adversary has
no restriction on any interactions with the target tag. However, the following
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attack game is not considered in the Vaudenay'’s privacy model. Assutremtha
RFID tag is still functional against a number of physical attacks {§agn a
target tag, aftek™ corruption the tag is no longer usable. During the periokl of
corruptions, the adversary can interact with the tags and can still get itsahte
state correctly. In the Vaudenay’s model, the privacy of such a siceisanot
ensured. This is the starting point of our work, in which we define therggcu
and privacy levels between weak and strong privacy.

The strongest achievable notion of privacy in the Vaudenay’s modétfwh
is strong privacy entails expensive public-key cryptography. This requirement
generally exceeds the computational capabilities of current cost-effRIID
tags. In order to achieve the highest privacy levels using only low aggt c
tography, Physically Unclonable Functions (PUFs) have been studigtiel
literature, several PUF based authentication protocols have beersptbp6,
41, 45]. The security of these protocols rely on tamper-resistant structure of
PUF devices which assumes that an attempt to measure physical pararheters o
PUF will definitely make it unusable. This assumption works only in the ideal
world whereas in the real case the PUF devices may be usable up to a number
of physical attacks. If the PUF is usable after the first successfsigdiyattack,
the security of such protocols would be questionable. Therefore, it Emple
to decide whether the security of the system should rely on the protocal or o
the tamper resistance of the device. Indeed, ultimate care is requirecsignde
ing privacy-preserver protocols that the security relies on the tampistaace
of a device. We study these types of PUFs and introduce a new PUF definitio
k-resistant PUF, which provides resistance against physical attackestk
times where the integer value kfdepends on the capability of adversary and
manufacturing quality of PUFs. We show that the usk-BUF helps to resolve
the above-mentioned privacy issues in the Vaudenay model.

Our Contributions. Our contributions are multiple. We first revisit the Vau-
denay’s model and introduce two new privacy notidastrong privacy and-
forward privacy. Namely, we group all privacy classes of Vaug&aodel into
two generic privacy classes. With this methodology, we construct a rieacgr
class between strong and destructive privacy.

In order to achieve highest security levels with only low-cost primitives, we
study Physically Unclonable Functions (PUFs). We note that the secutity of
system relies on the assumption that physically tampering a PUF will immedi-
ately destroy its physical structure and making it unusable. This is, actaally,
assumption commonly used in the literature. However, in the real world, this as-
sumption is not always correct because tamper resistance dependsatnilith
of the attacker and the quality of the manufacture and the design of the PUF
circuit. The circuit may not be destroyed until some number of physicalkattac



(say k). Moreover, the structure of the PUF might be destroyed when unex-
pected environmental changes such as voltage, temperature chaogearat
this destruction makes the PUF unrelial#d][ Therefore, we introduce a new
extended PUF definition what we callkdesistant PUFK-PUF). These PUFs
are resistant against at mastumber of physical attacks. After tlketh attack,

the structure of th&-PUF is destroyed and can no longer be evaluated correctly.
Also, k-PUF functions are more reliable against theaumber of unexpected
changes.

To illustrate our new privacy model, we analyzed two recent PUF based
authentication protocols and show their security and privacy levels in odeimo
[26, 41]. We show that these protocols do not achikaatrong privacy fok > 1.

Next, we propose an efficient unilateral RFID authentication protocs#dba
onk-PUFs. We prove that our protocol achiekestrong privacy with low-cost
cryptographic primitives such as hash functions and PUFs. When waseho
k to be zero, 0-strong privacy implies weak privacy in Vaudenay’s maued,
whenk is infinite, co-strong privacy implies strong privacy in Vaudenay’s model.
Therefore, to the best our knowledge, this is the first attempt to achiexsgstr
privacy of Vaudenay’s model only using symmetric cryptographic prinstive

Finally, we adapt and extend our generic authentication protocol to a mu-
tual authentication. We prove that this extended protocol achieveskisitbng
privacy and reader authentication.

Outline of the paper. The organization of the paper is as follows: In Sec-
tion 2, we first briefly describe PUF functions and its characteristicsn Tree
discuss the problem on the common PUF assumption and give our new PUF def
inition. Section 3 introduces our extended privacy model. Section 4 intesduc
two recent PUF based RFID protocols and analyze their security avatcpri
levels. In section 5, we propose a simple generic PUF based RFID authentic
tion protocol and analyze it with the help of our model. In section 6, we prove
that it is possible to provide bottistrong privacy and reader authentication in a
RFID scheme. Section 7 concludes the paper.

2 Preliminaries

In this section, we emphasize the current PUF function problems and provid
an overview of related work and our new PUF function definition.
2.1 Physical Unclonable Functions (PUFS)

A Physical Unclonable Function (PUF) is a disordered physical streiatyple-
menting a unique function that maps challenges to responses. TheseseEspo
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depend on the nano-scale structural disorder of the PUF that is assorbed
unclonable or not even reproducible by the PUF’s manufacturer. Namhely
PUF functions are embodied in a physical structure in a complex way upon
several physical properties that the manufacturers cannot conitbthay are
easy to be computed, but difficult to be predicted, characterize and riwalel
mappings.

The first attempt to exploit the physical properties of the devices for au-
thentication purposes were done i) 42, 43]. Naccache and Fremante&26]
later proposed an authentication mechanism for memory cards which uses the
physical properties. The concept of PUFs is first introduced by WPE&) 40].

Their PUF functions were based on an optical principle of operation.dseth
PUFs, transparent tokens include randomly distributed scattering pagiues
are illuminated by a laser light with a specific angle, distance and wavelength.
The resulted speckle patterns from multiple scattering of laser in an incdhere
optical medium are used for unique and unpredictable identifier. The nbelle

of the PUF can be the angle of incidence, the local distance or the watlet#ng
the laser. The responses can be hash value of digitized image of théegpeick
tern. Afterward, several papers considered various hardwaretstes of PUF

[17, 23, 28, 33].

Besides, for a given challenge a typical PUFP may produce a slightly
different response (r < P(c)) because the response depends on the physical
characteristics that could be affected by environmental noises suchpsrte
ature, light and supply voltage variations. This obstacle can be eliminated by
a small circuit, called Fuzzy Extractor and with help of additional help input
w [15, 16]. Moreover, even though two PUFs are implemented on the same
device with the same structure, they both give independent responses/aiith
whelming probability for the same given challenges. Armknecht et al. gexpo
a formal foundation for such security primitives based on PUF4]in [

The usage of PUFs in the authentication mechanisms has led to an increase
in the security of existing RFID systems. They provide a new way for cost-
efficient privacy preserving authentications based on the unclonalyksical
properties. In17], PUFs are shown how they can be used to establish a shared
secret with a specific physical device. Namely, PUFs are embedded into a mi-
crochip. One of the first attempts to embody PUF functions into RFID based
authentication protocols is proposed I8[ 39. In these studies, a set of chal-
lenge/response is derived from the PUF for each tag. The challespehse
pairs are stored in a secure database. The RFID reader selectoaranal-
lenge from the database and broadcasts it to the environment. Thergdhvede
responses of the tags are interpreted by simply looking up the database. Th
main obstacle of the scheme is that the challenge cannot be used anymere sinc



it results to replay attacks. Another obstacle is storing huge amount of chal-
lenge/response in the database.

Tuyls et al. 5] used PUF functions as secure key derivation mechanism
since PUF behaves like a hidden pseudo-random functions. Wheadweyr
hidden by PUF is needed during an authentication, it is simply derived by eva
uating the PUF on the chip. Tuyls et al. assumed that as the adversary tries to
evaluate a PUF or an IC, for instance, by using the probes to measuré¢he w
delays, the characteristics of that particular PUF are changed. Thustrinsic
structure of the PUFs yields resistance against tampering and this rdteces
capability of an adversary to clone an RFID tag. Moreover, they also demo
strated that PUF circuit can easily be realized on a RFID chip with less than
1000 gates45).

In [8], another way of using PUF within a privacy-preserving RFID authen-
tication scheme was proposed. In this scheme, for each ID of tag, theadatab
of the reader stores the vectfiD,P(ID),P?(ID),...,P(ID))} wheret is the
threshold for authentication of a tag. Whenever the reader interrogetgsthe
tag evaluates its PUF with its identifier ID. The response is sent to the reader
and the tag updates its ID with this response. The reader simply looks up the
database, identifies the tag and removes the used response from treséatab
The main bottleneck of this protocol is that the system should store a huge
amount of data for a large It also suffers from Denial of Service(DOS) at-
tacks as the tag must be re-initialized after at ni@&ssions.

Sadeghi et al.41] proposed a destructive private RFID authentication pro-
tocol based on PUF, which is similar to PUFs functions 48][ Whenever a
strong adversary performs a physical attack, such as side chamflies of
RFID tags, these PUF functions are destroyed and cannot be evahrgted
more. Later, Kardas et al. also introduced a new usage of PUF fungtitna
weaker assumption, where the adversary can reach all the internabktate
tags whenever she does a physical att&€k [They also proposed a destructive
private authentication protocol for RFID systems. Furthermore, recsetrgral
new authentication mechanisms based on PUF functions have been propose
order to enhance their security and privacy lev&|2[/, 30, 31, 50].

In this paper, we introduce a new PUF function definitiiPUFs) that are
resistant to at most numberlohumber of physical attacks. Contrary to the PUF
of [26, 41, 45], after thek!" physical attack on the chip, the PUF inside the tag
cannot be evaluated anymore because the structure of the PUF is ddstitly
overwhelming probability. Similar to26], we also assume that an adversary
can reach to volatile and non-volatile memory of the tag in the case of physical
attacks.
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In this study, we prove that the protocol proposediti jachieves 0-strong
(implies weak privacy in the Vaudenay modé8]) privacy in our model. Sim-
ilarly, we prove that the protocol proposed 6] achieves 1-strong privacy,
which implies destructive privacy in the Vaudenay model.

2.2 Motivation and Problem Statement

Vaudenay defines several adversary classes which cover almostlad pri-
vacy levels in his seminal worldp]. Nevertheless, the following privacy issues
are not considered in the model. Suppose that an adversary cortapggettag

k times wherek is an integer. During (and after) these attacks, the tag is still
functional and the adversary can still interact with it and the privacy etalgy

is satisfied. However, after thet 1-th corruption, the privacy of the tag is not
satisfied. The security and privacy of this scenario is not addressbd Vau-
denay’s model. Note that whdngoes to infinity, if the privacy of the tag is
ensured against such an attack, then the strong privacy of Vausenagel is
achieved. Ifk is equal to 1 and the privacy is still ensured, then the destructive
privacy of Vaudenay’s model is achieved. Similarlykiis equal to 0, the weak
privacy of Vaudenay’s model is achieved. However, the privacgléeare not
defined in the Vaudenay’s model in casekof 2. This is the starting point of
our work, in which we define the security and privacy levels betweerk aped
strong privacy notions for the first time in the literature.

We would like to highlight that the strong privacy of Vaudenay’s model re-
quires expensive public key cryptography. The driving motive bethiisdpaper
is achieving security levels &> 1 using only low cost primitives. In this con-
text, we have studied PUF functions and the common assumption on the PUFs.
Then, we defined a new generic PUF function, which welc&8lUF. With this
new k-PUF function, we show that the security levels described above can be
achieved.

Now, let us look at the assumption. A large body of literature dedicated to
PUFs assumes that any attempt to tampering the PUF circuit in order to observe
its internal states wilinost likelyalter these variables or even destroy the struc-
ture of the circuit 2, 18, 33, 45-47]. Here, most likelymeans that in practice
somecircuits may stay working as usual afenumber ofphysical attacks. In
fact, it depends on the manufacturing structure of the circuit and the alfility o
the attacker. Therefore, it is a strong assumption to postulate that anyiRUF ¢
cuit will destroy after a single attack. In what follows, we examine this prable
and give a more general statement for realistic circumstances by wegkRisin
assumption.

Let p be the destruction probability of a given PUF after a single physical
attack. The value op depends on the attacker’'s capability and chip’s level of
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strength against the physical attacks. The PUF circuit is assumed totbecdes
ted if p > Pyest WherePyest denotes a threshold value.pf> Pyeg: after the first
corruption then the circuit fulfills the best tamper-resistance propertyhwduc
responds to the ideal PUF case. More generally(¥t= i) denote the event of
tag’s evaluating not correctly aftéith corruption, then the probability of tag’s
not evaluating correctly at moktphysical attack is

k k-1 _
3 PX=0=p3 @-p=1-(1- p)*

wherek > 1, k € Z. Thus, the tag cannot evaluate correctly if the condition
below is satisfied

In (1 — Pyest)
In(1-p)
Note that the basic case bf= 1 corresponds to the ideal PUF. In the next
section, we generalize the definition of ideal PUF by extending it to a molre rea

istic sense by allowing limited number of attempts to tamper without destruction
(up to a level ok).

1-(1- p)k > Piest= k>

2.3 A New Definition: k-PUF

Let us denote cr Sfor choosing a valus uniformly at random from the s&
y € {0,1}* meansy is any natural number such thgs bit length is at mostr.
For the caser = %, there is no restriction on bit length gfi.e.,y can be any
natural number.

A mappingf : {0,1}% — {0,1}# means thaf maps elements frorf0, 1}
to {0,1}#. Pr(E) denotes the probability of evef occurring.MSB,{k} de-
notes the most significaatbits of binary representation &f

We are now ready to present our new definition of PUF as follows:

Definition 1. (k-resistant PUF (k-PUF)) Lek € N be a security parameter
such thafB, 8 € N are polynomially bounded ik. Define an evaluation function
of k-resistant PUF (k-PUF) P {0,1}# — {0,1}°. Then, R has the following
properties:

— Same inputs always give same output result, i.eyl@hP= b; and R(az) =
by, if a; = a then Pr(b]_ = bz) =1

— Any probabilistic polynomial time adversary has at most negligible sgcces
probability to distinguish between output gfé&hd a random value.

— k-PUF is resistant against any physical attack at most k times (e.g.,iuevas
attack). Namely, Pcannot be evaluated correctly anymore after k physical
attacks.
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2.4 Practicality of k-PUF

In this section, we are going to provide some intuition about how to create a
k-PUF structure. The coating PUF modeled by Tuyls et al4ifj has a self
destructing capability control where an invasive attack would probahlgeca

to destroy PUF structure. This control detects the attack whenever thefeve
noise caused by the attack in the output of the PUF exceeds some threshold;

if not detected, the PUF will not be destructed. This makes coating PUF non-
ideal in real life. If the PUF is destroyed after the first attack, this PUHdcou
be considered as a natural examplé&-#UF wherek = 1. Our construction of
k-PUF is inspired by the above-mentioned observation4dtif described as
follows.

The coating PUF can be built as top layer of an Integrated Circuit (IC) by
applying circuit paths and laid out in a comb shape. These paths will be en-
cased by a material that is randomly doped with dielectric particles of differen
size and dielectric strength. Each pair of circuit paths forms a capacitor with
random capacitance, which again is unlikely to be controllable by the manufac
turer. Random capacitor allows PUF to give a response with noise foea gi
challenge. In order to clean the noise from the response (i.e., ermaction),
helper data algorithm/fuzzy extractor is used for the reconstruction oétsec
keys [L5, 16]. Tuyls et al. B4, 47] show that coating PUFs are resistant to an
adversary who has the following optical and invasive methods.

— Optical inspection equipment to look into memory cells.

— Etching methods (e.g. chemical) to remove protective layers.

— Focused lon Beam (FIB) to make holes in protective layers and allow for
probing (of e.g. memory).

Since the coating is opaque, it is not so possible to look into the digital
memory optically without damaging the coatirdy]. Tuyls et al. 47] presented
an advanced attack on the coating PUF where an adversary uses FIBgo ma
an hole in the coating. The adversary uses her micro-probe(s) to eethiev
key bits during the reconstruction phase of the key. The use of FIB ang-mic
probes might give damage on the PUF. This damage causes the extracted ke
bits with more noise. It is stated that during reconstruction phase, the textrac
keys are checked with a signature. If the level of the noise is very high, th
the computed signature would not be valid and the PUF would be destroyed
by the controller. However, the adversary gets key bits with some noigegdur
the attack. For example, if the PUF produces key length of 128-bits then the
attacker can recover the complete bits with &ials (we refer to 47] for fur-
ther details.). We highlight that the level of noise in the PUF response is not
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only affected by the physical attacks but also affected by the unexpsicpeif-
icant environmental changes such as temperature, voltage changssthih
environmental situation makes PUF unreliable.

The proposedk-PUF design is described as follows. We employ an addi-
tional counter, which is initialized to zero in the PUF control. The counter en-
ables the PUF to limit the number of invasive attacks applied to the circuit.
For example, a similar attack described above is performed, the PUF'®kontr
would detect the attack and it increments the counter by one because tlke attac
causes the circuit to produce key bits with higher noise and Fuzzy Extiactor
not able to produce a valid key and the signature would not be corre@nWh
the counter is greater than or equakte 2, the control in the PUF immediately
destroys the circuit. In the worst case, in each attack, the adversagumad
to recover a different key. In total she can gain at nostl different keys but
in thek!M attack the structure of the PUF is destroyed. Hence the security of the
our PUF is still protected. Moreover, our PUF functions are also vubera
environmental changes but they are reliable against numiser éfunexpected
changes.

3 Our Extended Security and Privacy Model

In this section, we first revisit the well-known definitions based on Vaagen
privacy model 9. Then, we extend this model by introducing a new class
of adversary, namelk-strong adversary where an adversary has the ability to
corrupt a tag at modt times. After that, we introduce owe-strong privacy,
which is extension of privacy definition of Vaudenay’s model

3.1 Vaudenay’s Privacy Model

In order to clearly describe our privacy definition, we first define tystesn
procedures, adversary oracles and privacy experiments followengtémdard
definitions of B9 for an RFID system. For the sake of simplicity, the reader
and the server are assumed to be a single entity which are connectechthroug
secure channel.

System Procedure An RFID scheme is defined by the following procedures.

— SETUPREADER(1Y) : This algorithm first produces a public-private key pair
(Kp,Ks) where/ is the security parameter, then initializes its datalyase.

— SETUPTAGK,(ID): This algorithm generates a tag secketand the initial
stateS of a tag with identifier ID. If this tag is legitimate, the pair (ID,K) is
inserted into the database.



k-Strong Privacy for RFID Authentication Protocols Based on PUFs 11

— IDENT: An interaction protocol between a tag and the reader to complete
the authentication transcript.

Adversary Oracles An adversary can interact with the RFID system by the
help of following generic oracles. First of ally setups a new tag of identifier
ID 2.

— CREATETAG(ID #) : It creates a free tay’ with a unique identifier ID- by
usingSetupTag,. It also inserts7 into 2.%.

— LAUNCH()— mT: It makes the reade¥ start a newdent protocol transcript
.

— SENDREADER(M, m)— m : This sends the messageto the readerZ in
the protocol transcriptr and outputs the response.

— SENDTAG(m, m)— nT : This sends the messageto .7 and outputs the
responsan. Also, .7 asks for the reader’s result of the protocol transcript
TL.

— DrRAawTAG(distr)—(.71,bl, ..., %, bs) : It randomly selectsfree tags among
all existing ones with distribution probability of distr. The oracle assigns a
new pseudonymy; for each tag and changes their status to drawn. This or-
acle also returns bl of tagi whether it is legitimate or not. The relations
(4,ID ) are stored in a hidden tableab. This hidden table is not seen
by the adversary until the last step of the privacy game. Finally, the oracle
returns all the generated tags in any order.

— FREE(.Z) : This oracle changes status of tagfrom drawn to free, theny
is no longer interact with.

— CORRUPT(Vtag— S: It returns volatile and non-volatile memory of the tag.

— REsuLT(m)— x : When T completes, returns = 1 if the tag is identified,

x = 0 otherwise.

Privacy ClassesThe Vaudenay model introduces five privacy classes of polynomial-
time bounded adversary, determined 4&4s access to RSULT or CORRUPT
oracles. These classes are defined as follows.

Definition 2. (Adversary ClassesAP]) An adversary</ is a p.p.t. algorithm
which has arbitrary number of accesses to the oracles describedeatdeak
</ uses all oracles excef@oRRUPTOracle.Forward <7 can only uS€€CORRUPT
oracle after her first call to this oracledDestructive .<# cannot use any oracle
against a tag after usin@oRRuUPTOracle.Strong <7 uses all oracles described-
above without any restrictions. Finalljjarrow <7 has no access tRESULT
oracle.
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Itis clearly seen that the following relation holds for these classesaKC
FORWARDC DESTRUCTIVE CSTRONG.

Notion of Security and Privacy We are now ready to define security and pri-
vacy definitions of the Vaudenay model. The security definition given by the
Vaudenay model considers attacks in which the adversary aims to impersona
or forge a legitimate tag but not security against cloning and availability.

Definition 3. (Tag Authentication49].) An RFID system achieves tag authenti-
cation if for every strong adversaryy”, where P is a class of adversary defined
in Definition 2, is at most negligible.

The privacy definition of Vaudenay is flexible and depends on the adier
classes in Definitior2, so it covers different notion of privacy. The privacy is
simply based on the existence of a blind8r which is able to simulate each
tag .7, and the reade# without knowing their secrets such that the adversary
cannot distinguish whether it interacts with the real or simulated oraclessIn th
privacy game of the Vaudenay’s model, a set of tags, a protocol tiphst
and the reader participate. The adversary can interact with tags anebtier r
by calling polynomial-bounded number of times any oracle according to her
privacy class. The definition of the blinder is described as follows.

Definition 4. (Blinder, trivial adversary #9]). A blinder £ is a simulator which
simulatesL AUNCH, SENDREADER, SENDTAG, and RESULT oracles without
having access to the real secret keys and the database. When a bdidded
sary./” uses these oracles, she is answered through the blizlékn adver-
sary.«/ is trivial if there exists a blinded adversary” such that Probe’ wing —
Prob[.e7# wing is at most negligible.

Remark 1.The blinder# is consistent and acts like a real reader in a way that
if a protocol transcript’s inputs are derived as a result of usageauies toZ.

The answer given byZ to the RESULT oracle on this protocol transcript is 1.

If all inputs of a protocol transcript are not derived as a result ofutbege of
oracles to%, then the answer given 3 to the ResuLT oracle on this protocol
transcript depends on the appearance probability of missing inputs totero
transcript. Besides# keeps all its answers to the oracles usedddyin its
database and answers the new oracles depending on its database.

We now explicitly describe Vaudenay’s privacy game by the following ex-
perimentExp:;p"r;b:

Let ¢ be a given security parametéregr {0,1} and .7y, be an adversary
given in Definition2. There two phases in the experiment: learning phase and
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challenge phase. In the learning phagas first set with(sky, pk, 2.%) < SETUPREADER(1Y).
Both Apry and % also get the public kepky. Then, .o, arbitrarily inquiries

all oracles defined in Sectidh1 but is limited to use the oracles according to
her privacy class (See Definitid). Wheneveb = 0, Apy simply calls real or-
acles. However, wheh = 1, % receives and answers all queries taUNCH,
SENDREADER, SENDTAG, and RESULT oracles. At this momentZ sees all
oracles that are simulated by, but are made by, (% sees what7,,, sees).
These steps are done a polynomial number of times. In the challenge phase,
/v €aN NO longer interact with the oracles but the hidden tableof DRAW-

TAG oracle is revealed to her. Finally,y is expected to return an answer bit

b/, which is denoted bﬁxgg;;’;b = /. The formal definition of privacy is given

as follows.

Definition 5. (Privacy[49]). Let C be an adversary class defined as in Defini-
tion 2. An RFID system is C-private‘ife/,, € C, there exists a p.p.t. algorithm
4 such that the advantage

-0 —1
AdV) = |PrExply © =1 - PrExgy’ = =1]]

of <7y is at most negligible# is the blinder, which simulates tHeaAUNCH,
SENDREADER, SENDTAG, and RESULT oracles without having access to,sk
and24%. Also, all oracles done by 4\ are sent toZ

3.2 Our Extended Privacy Experiment

We first introduce two new notion of adversary classestrong adversary and
k-forward adversary. Thi is defined as an integer for privacy leviistrong
adversary covers three privacy classes of Vaudenay's modedeTdre WEAK,
DesTRUCTIVEand STRONG adversaries. We finally give the formal definitions
of k-strong andck-forward privacy according to these two new adversary classes.

Definition 6. (k-Strong adversary). Let a RFID systerhand a target tag7 be
given. Let also k be defined as a privacy level, which is an integéf ru {0}.
k-strong adversaryy has the following capabilities:

— &/ can useCORRUPTOracle on at most k times.

— o/ cannot use any other oracles after made its K' corruption on the
target tag.

— &/ can use all oracles if less than®RRUPTOracles are used.

Definition 7. (k-Forward Adversary). Let an RFID systeffi and a target tag
7 be given. Let also k be defined as a privacy level which is an integer in
Z*U{0}. k-forward adversary7 has the following capabilities:
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— o/ can use any other oracles untffkCorRRUPTOracle on.7.
— o/ can use onlyfCORRUPToracle after K CorruPTOracle on.7.

Remark 2.For the casé& = 0, & can not use GRRUPToOracle on any tag, but
&/ can use all oracles except@RuPTOracle without any limitation.

Next, we are now ready to define our privacy definition according tmewr
adversary classes. Note that this definition is almost similar to the Vaudenay’s
privacy game except its adversary classes.

Definition 8. (k-Strong Privacy). Letzy, be a k-strong adversary defined as
in Definition6. An RFID system is k-Strong privateritZ,n, 3 a p.p.t. algorithm
4 such that the advantage

AV = [PrExpl) °—1—Pr [Exgy, L=

of «7Zpry is at most negligibleZ is the blinder, which simulates theAUNCH,SENDREADER,
SENDTAG, and RESULT oracles without having access tosgland 2.4. Also,
all oracles done by f, are sent toZ

Tag Jip Reader#
S DB ={(ID1, K1),...,(Kn,IDn)}
beg{0,1}° % aeg{0,1}“
K<+ P(S)
c+ F(ab)
be If 3ID,K) € 28
deleteK,a,b,c stc2 Fk(a,b) then
return ID
else return L
endif

Fig. 1. Sadeghi et al.'s authentication protocél]|
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Theorem 1. When k= 0, O-strong privacy implieSVEAK privacy. When k=1,
1-strong privacy implieDESTRUCTIVE privacy. Whenimy_,., k-strong pri-
vacy impliesSSTRONG privacy.

Proof. Let us start with the trivial cases. By remakwhenk = 0, by defini-
tion, O-strong privacy is equivalent to Ak privacy. Moreover, whek = 1,
by definition2, 1-strong adversary cannot use any other oracles after the first
CoRRUPTOracle usage and the adversary can apply any oracle before the first
CoRRUPTOracle usage. Hence, this definition is equivalent to destructive ad-
versary in Vaudenay’s model.

For the lim,, k-strong privacy case, we are going to prove the following
claim.

Claim. limy_,, k-strong privacy implies that the tag privacy protected against
any number of ©RRUPTOracle usage.

Assume to the contrary the claim is wrong, then there exists integsuch
that afterkyp number of @RRUPT oracles are applied, the privacy of the tag
is violated. However, by definition(ko + 1)—strong privacy implies that the
tag privacy is protected unt{ko + 1)!" CorrUPT oracle usage. Thus lim,.
k-strong privacy (ko + 1)—strong privacy.

Claim. (ko + 2)—strong privacy limy_,. k-strong privacy.

In fact, the problem is equivalent to the classical calculus problem, which is
whether or notky + 2) < limy_,» k. By undergraduate calculus, we know that
limy_, k=00, so the claim holds.

Therefore, we have ligy,« k-strong privacyC (ko+ 1) —th strong privacyC
(ko+ 2)—strong privacysubsetim,_,., k-strong privacy. This is a contradiction.
Hence, the proposed claim holds.

Note that the tag’s standing against any number oR€uUPToracle usage
corresponds to strong privacy in Vaudenay’s model. Hence, Jimk-strong
privacy in our model corresponds to strong privacy in Vaudenaydeho

Remark 3.Theoretically, one can claim that a tag can live forever regardless of
how many times it has corrupted. However, in practice, it is impossible to create
a tag standing against infinitely many number of corruptions physically. éjenc
limy_,. k-strong privacy is more plausible to define for real world. For example,
if a tag lives untilt™™ corruption, and until its destruction it gives no clue about
privacy, then for this tag,—strong privacy is equivalent to the strong privacy.
However, thig value changes tag to tag so it is impossible to sayttistitong
privacy is equivalent to strong privacy in Vaudenay’s model fortany{Z} — co.

This theoretical approach covers this need.
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Moreover, one can claim that, if a tag lives until t corruption and until its
destruction, it gives no clue about privacy, this tag also frastrong privacy
wherep >=1t. Therefore, according to this perspective, for all the tags in the
system, the system satisfies |{im, k-strong privacy.

There can be an adversa#y such thateZ can corrupt a target tagtimes and
4/ can interact with any oracle until ité" corruption. In such case, the sys-
tem should be private. Such a privacy is not handled in the Vaudenmedel;
howeverk-strong privacy captures this concern.

On the other handk-forward privacy is similarly defined if an adversary
ey 1S defined according to the Definitiah

Hence, the new relations between our privacy classes holds as follews: 0
FORWARDCO-STRONG C ... CK-FORWARDCK-STRONG.

4 Analysis of Two Recent Authentication Protocols in Our
Extended Model

In this section, we analyze the security and privacy level of two reckiit P
based authentication protocols according to our model.

4.1 Sadeghi et al.’s Authentication Protocol

Sadeghi et al.41] use an ideal PUF (which corresponds to 1-PUF according to
our model) in their proposed protocol. They assumed that wheneveing site
versary corrupts a tag, the adversary cannot reach to its temporarasththe
structure of PUF would be destroyed. However, we assume that a Pidbtdze
destroyed immediately after the first corruption. Tags may have a limited num-
ber of resistance against any strong attacks. We briefly describe th&cpl,
then analyze the protocol according to our model.

Let ¢ € N be a security parametean, 8,y, K be polynomial bounded i#.
LetF : {0,1}* x {0,1}?® — {0,1}# be a pseudo-random function. Each t&g
is equipped with an ideal unique PUF functiBn {0,1}Y — {0,1}* and stores
a random stat& € {0,1}Y. On the other hand, the reade¢s database? %
stores a set of record#D ,K) for each tag in the system, whefe= P(S). The
authentication protocol steps are summarized in Figure

In the protocol,# first sends a random challengecg {0,1}¢ to a tag
7. 0nced receives the challengef picks another random challen@pe=r
{0,1}9. .7 reconstructs the secret ké&yand computes response= Fx (a,b)
sends andcto #Z. Then,7 erases, b,c,K from its volatile memory. Upo#?
received, c from .7, # recomputes’ = F¢ (a,b) for each record (K,S) iv %
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Reader Tag;
DB={(ID17K1’L1)77(|Dn7Kn,Ln)} G|17G|2

Pickacr {0,1}a Pickber {0,1}a

——2 5 K=R(G}
T = FKi (a, b)
deleteK;
Li = R(Gf)
c=FH; (T)
deletel;

b,c

If EI(ID,K,L) c DB
st.cZF (F(ab))
then return 1D

else

return _L
endif

Fig. 2: Kardas et al.'s authentication proto@&d.

until #Z finds a matchd = c). If a match is foundZ sends the ID, otherwise
sendsL.

Remark 4.Note that output of a true random number generator and output of
hash function in the random oracle model are indistinguishable. Therafor
practicality, outputs of pseudo-random functions and hash functiorissvgom-
ilarly.

Theorem 2. The RFID protocol demonstrated in FigufeachievesO-strong
privacy.

Proof. Without loss of generality assume that there are one rezderd one tag

in the system (note that it is shown i24] that a system with many tags and one
reader has at most negligible advantage). First of all, we show that,efsaly

is not allowed to use GRRUPTOracle, then the adversary cannot distinguish
Z from the blinder%. Then, we show that if the adversary is allowed to use
CoRRuUPTOracle at least once, then the adversary can distingdifiom .

In the first case, the system rumdimes by or 2. During the runs, the ad-
versary guesses numbertofalues fork and checks the corresponding guessed
key values at any of previous runs. Note that botlandt are polynomially
bounded in¢. In order to calculate the maximum success probability, we have
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to consider two cases: (i) the probability that the adversary guessesrtieetc
value of the key is%. (ii) the probability that the adversary determines whether
cis correct or notis + (1— (2%))’". Since the valuesh andt are polynomially
bounded the corresponding RFID scheme satisfies 0-strong privacy.

Let the adversary apply @RRuUPTOracle at least once. Then, the adversary
learns the value df. For the consecutive protocol run, after getting values, of
b andc, the adversary computes the real value by usinga, b andK and com-
pares it with the giver value. The probability of distinguishing the real oracle
from the blinder for only one protocol run is—lziﬁ. If the adversary observes
more protocol runs, her success probability increases. Since thatageas
non negligible, in fact close to 1, the system does not achiesteong privacy
fork> 1.

4.2 Kardas et al.'s Authentication Protocol

Kardas et al.26] also proposed another PUF based authentication protocol and
applied it into a distance bounding protocol and showed its security eehanc
ments. Similar to Sadeghi et al.'s model, they also assume that whenevera stro
adversary corrupts a tag, the PUF in the tag is destroyed; howeveritbe a
sary can reach its volatile memory only once. Their assumptions are weaker th
Sadeghi et al.’s adversary model. In the following, we show that thetopol
achieves 1-strong privacy according to our adversarial model. Is¢leiton, we
first simplify Kardas et al.'s protocol without changing the core of thatqol.
Then, we analyze its privacy level in our model. The authentication prbtoco
steps are summarized in Figlw2e

LetF : {0,1}¢ x {0,1}* — {0,1}* be a one-way pseudo random function
andP, : {0,1} — {0,1}/ be an ideal PUF (1-PUF) function for ta@. Each
tag stores two random staté&l;, Gi2 er{0, 1}". On the other hand, the reader’s
databasey % stores a set of recordtD;, K;, L;) for each tagZ in the system,
whereK; = P.(Gil) andLj = P.(Giz). The authentication protocol is summarized
in Figure2.

The protocol starts witl#Z sends a random challengecg {0,1}“ to a tag
Z;. Whenever; receives this challenge, it chooses another random challenge
ber{0,1}7. Z reconstructs the secret kyand compute$ = Fx (a,b). Then,
it deletes theK; from its volatile memory. After thatZ; reconstructs the secret
Li by re-evaluating the PUF wit6? (L; = P(G?)), calculates the response=
F,(T), and erasek; from its volatile memory.7 sendsc along withb to Z.
OnceZ receives, c from .7, it recomputes’ = R, (F,(a,b)) for each record
(IDi, Kj, Lj) in 2% until Z a match ¢ = c) is found. If a match is foundZ
sends the ID, otherwise sends
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Theorem 3. The RFID protocol demonstrated in Figufeachievesl-strong
privacy.

Proof. Let there be one tag and one reader in the sysg&n e consider two
cases. In the first case, the adversary is allowed to applgROPT oracle at
most once in order to maximize her success probability. As a second case, w
investigate privacy issue when the adversary is allowed to userOPTOracle
more than once.

After the adversary applies theodBRUPT oracle, either the value df or
L is learned, but not both at the same time since the PU§ 1-PUF, which
means its function is destroyed after thet CORRUPTOracle usage. Similar to
the calculations done in the proof of Theor@mif the system is rumm times
by blinder or the reader and the adversary guesses numberaties for the
unrevealed key valué(or L). Then the maximum advantage that the adversary
gets in distinguishing the reader from the blindegis+- 1— (1— (3))™. Since
m andt values are polynomially bounded, then the system achieves 1-strong
privacy.

If the adversary applies corrupt oracle more than once, thenkathd L
are revealed in the worst case scenario. Similar to the calculations done in the
proof of Theoren®, the advantage that adversary has in order to distinguish the
reader from the blinder is&z%, which is non-negligible. Thus, the system does
not achievek-strong privacy fok > 2.

5 k-Strong Private Authentication Protocol

Let k be the security parameter of the system. Bet{0,1}? — {0,1}° be a
k-PUF of theit" legitimate proverZ% where8 is polynomially bounded ir.

Let .z : {0,1}* — {0,1} be one-way collision resistant hash function where
wherey is polynomially bounded irk. The credentials database# of the
readerZ stores the following tag related informati¢(K?, ..., K{“, ID4),...,
(K},... KK IDp) for j=1,... k+1, Kl = B(Gj@ j) for random state§; cr
{0,1}# wherep is polynomially bounded irk. Our unilateral authentication
protocol depicted in Figurg works as follows.

— First of all, Z generates a non@ecg {0,1}* and sends it ta7.

— Upon receivinga, .7 generates a nondecg {0,1}¢ and compute$i =
H (a,b). F reconstructK) = R(G; @ j) and compute$! = 7 (K) | H),
then immediately delete¢! from the memory wherg¢ = 1,...,k+1. The
final value ofH is assigned ta and.Z; sendsc along withb to the verifier.

— Upon receivingd andc, for each recordK?,... KK ID) in 2%, % does
following stepsZ first compute$! = .77 (a, b), then updatesl = .7 (K1, H)
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Reader
2% ={(Ki,...,KKKEL DY),

L (KE KK KK D))

Tagi

Gi, ID;j

1.
2
3.
4.
5
6
7

 :

10

17
18

11.
12.
13.
14.
15.
16.

Pickaegr {0,1}¢

9.1f 3(KL,...,KK1ID) € 28

.S.L

H = .¢(ab)

for j=1tok+1
H= 7Kl H)

endfor

and H =cthen
return ID

.else return L

.endif

Pickb er {0,1}¢
— % s H=u(ab)

for j=1tok+1
KI=R(G®])
H=/(K! H)
deleteK!

endfor

c=H

B Sendb, c

Fig. 3: A Generic PUF based Authentication Protocol.
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Vj=1,....k+ 1. The lastH value is assigned tb'. If a match ¢ =c) is
found, the authentication succeeded. Otherwigedoes these steps with
another record i 4. If no match is found, the authentication aborts.

5.1 Security Analysis

Throughout the paper, we utilize the following rule. IRt {1,... , k+ 1} be a
setandB; =B/{i}, wherei € {1,...,k+1}. When itis said that GRRUPToOra-

cle applied byB;, we mean that the adversary captures all key values except the
value ofit" key K'. Moreover, throughout all proofs of this section, we assume
that a tag is destructed k' CORRUPTOracle usage. This assumption does not
restricts role of the adversary whereas this assumption gives the agvérs
opportunity to take advantage of performing maximum number of oracles to any
tag.

Lemma 1. Let.o7y be ak-strong adversary be atargettagand B-{1,... ,k+
1} be a set. Let Bbe B/{i}, where i€ {1,...,k+ 1}. Then, the advantage that
o7y obtains by applyingCoRRUPToracle on tag.7 by the rules of B(not get-
ting K;) and the advantage that the adversary gets by applgiogrupToracle
on tag.7 by the rules of Bwith i # j are equal.

Proof. Note that a set with+ 1 elements hak+ 1 subsets having elements.
Thus, we can choose such two subs&s Bj) in @ ways. Let us fix two
integersp and jo with ig # jo andio, jo € {1,...,k+1}.

Let mandn be polynomially bounded positive integersknif o7y applies
CoRRruPTOracle on tagZ by rules of;,, then aftek!" CORRUPTOracle usage,
in the worst case# has the knowledge df®,... Kio—1 Kiotl KK+l |f
/4 observes number of protocol runs untik™ CORRUPT oracle usageg
also has knowledge @&1,b1,¢1),. .., (@m,bm, Cm). Then,o% can computem, 1
value in three cases:

— If amy1 is equal to any ofy values foll € {1,...,m}, then with 1 probability,
the adversary figures out the valueogf. 1 by choosingom,1 = b.

— If this is not the casegy guesses number ofvalues ofk'© and checks her
guesses in any of the previous runs.

— Inthe case of failure, eventually the adversary has to guess the va{ifé’of
or K'o for the corresponding protocol run.

20
ilarly, if the CorRRUPTOracle usage applied by the rules of theBgt one de-
duces thatey gets the same success probability. The result follows by the fact
thatip and jo are chosen arbitrarily.

Thus, the success probability.of; is [ + 2™ [2% + 20 (% + 2}4})} . Sim-
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From now on, when it is said that a tag is corrupted, it should be understoo
that it is corrupted by rules @&y.1 = B/{k+ 1} ={1,...,k}.

Lemma 2. Let.«7 be a k-strong adversary ang; be the target tag. Thewy's
analyzing the system with many tags includiffggives him at most negligible
advantage over her analyzing the system with a#ly

Proof. Assume that there are one reader artdgs in the system, whereis
polynomially bounded irx. For everyi € {1,...,n}, the reader and tag; re-
alize the number oy protocol runs befor&" corruption. Note that our aim is
to observe the adversarial advantage difference between the agalyeisys-
tems with multiple tags and single tag. Thus, we have to figure out how much
<4 gets advantage by guessing the valuegf 1 after corrupting and ob-
serving the protocol runs realized b, i € {1,...,t —1t+1,...,n}. Since
the value ofG; and the PUF functio® differ from tag to tag, the only ad-
vantage ofe is to find relations among the keys or the resultmgalues.
By lettingm= max{my,...,m_1,m41,...,my}, the total advantage is at most
km(n— 1)55 + m(n— 1) + m(n— 1) 5. Sincen, k andm are polynomially
bounded irk and®@ is sufficiently large, the advantage is at most negligible.

From now on, in the theorems stated below, we assume there are only dee rea
Rand one tag”, target tag, in the system.

Theorem 4. The RFID protocol demonstrated in FiguBeachieves tag authen-
tication for a k-strong adversaryx.

Proof. Letk be the security parameter in the RFID system. According to Legyma
there are only one tag7 and one reade# in the system. Note that the adver-
sary does not need to apph\REATETAG, DRAWTAG and FRREE oracles.« can
use ENDREADER() oracle to start a protocol run either betwe#nand 7

or betweenZ and himself. Furthermorez can use RSULT oracle polyno-
mially bounded ink number of times by sending andc values to the reader
for correspondinga values, which are sent h¥ as a result of the usage of
SENDREADER() oracle. Moreovergs can use 8NDTAG oracle polynomi-
ally bounded ink humber of times to send a challenge vau® .7 . Besides,

I can use ©RRUPTOracle at mosk times and we assume that the adversary
exactly applies ORRUPToraclek times to increase her chance to destroy tag
authentication.

By Lemmal, we assume that4 applies @RRUPToracle by rules of the
setBy. 1. Moreover, we us assume that observed number afy protocol runs
betweenz and.7 and queried BNDREADER(TT) oraclemy times to start pro-
tocol run betweerZ and.7 . Furthermoregs uses ENDTAG oraclemg times.
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Note thatmy, mp, mg are polynomially bounded integersanand in order to in-
crease the success probabilitydf's destroying tag authentication, we assume
that in all protocol runs, occurred as a result of above oracle ssauobser-
vation, differenta values are used. Moreover, assume thak[SREADER(TT)
oracle is usedry times to start protocol run between the reader and the adver-
sary. Afterk!" corruption,.o7% uses number afis SENDREADER( 1) oracles to
start protocol run between the reader and herself. In each of these# re-
ceives a different values, then she generates a péhirc) and .« sends this
pair to the reader and finallys uses RESuULT oracle for triple &,b, c). Assume
the adversary hag chances to impersonate the corresponding tag without us-
ing any oracle wherg is polynomial bounded ix. Moreover, @ is allowed
to preparep; triples (KXt by, c;) for corresponding impersonation trialNote
that these triples are prepared according to guesse oih the value of the
missing key.«s checks if any of the triples is true or false based on the proto-
col transcripts reached so far at each impersonation roung ilas no success
at p; triples, then the adversary just guesses the valudsanidc. Let us de-
noteM = my + mp + Mg + My + ms andP = max{py,...., py}. Note thatM and
P are polynomially bounded ir. Let us figure out the success probability of
the adversary at" impersonation trial. The reader sergjsas a challenge to
the adversary. If; is equal to any of the values that were used at previous
successful protocol transactions observed or created by orage uken with
1 probability, the adversary succeeds. However, the probability dzatian
of this scenario is at moé"a. In case of failure, thenv checks correctness of
eachp; triple. However, the success probability .of in this case is at most
zip 2 i al(Mizo(1— 5 ]))29 —]. If the adversary fails after two cases dis-
cusse above, then she guesses the valuesiofic. At each trial, the success
probability is 5= 2y7p.

Thus, maximum success probability .of at the end of" impersonation
trial is smaller tharpy 4 (1— ) )[29+2yp 2[(|'|J o(1 29_1))29_1i_1]]+(2y{,,).
Let us denote above probablllty B/ Then,

ym_oY? 1 y
Bt 2 2 i—1i 2-p @)
< M P 1
=Y a1ty p
The resulting probability is negligible singg M andP are polynomially

bounded andr, 8 andy are big enough. Thus the system satisfies tag authenti-
cation.
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Theorem 5. The RFID protocol demonstrated in FiguBachieves k-strong
privacy.

Proof. Assume to the contrary, the system does not sakis$yrong privacy.
Then, there exists an adversawy, who can distinguish between the real RFID
system and the system simulated by a blindarith non-negligible probability.
By definition, £ simulates IAUNCH, SENDTAG, SENDREADER and RESULT
oracles without knowing the tag and the reader secrets.

Let us start with howZ evaluates the oracles:

— LAUNCH(): £ evaluates this oracle in a trivial way.

— SENDREADER(7): The output isa g {0, 1}9.

— SENDTAG(@): The output i €g {0,1}%, cer {0,1}".

— SENDREADER((b, ¢),m): returns no output.

— ResuLT(m): If rris generated by RUNCH oracle and the protocol transcript
is generated by &\DTAG and SENDREADER oracles, the outputis 1. If one
of the conditions does not hold, then the output is 0.

By Lemma2, we assume that there are only one tag and one reader in the
system. Moreover, for simplicity and to increase the success probabilitj wf
destroy the privacy, we assume the database of the reader is notdiiulategh-
out the proof. Let the system run fartimes only by real RFID system or the
blinder £, wheren is polynomially bounded integer ir. In other words, all
usable oracles defined at Sectidrl is used at mosh times. Moreover, by
Lemmal, assume that GRRUPTOracle is applied by the rules of the &gt ;.

There are three cases to consider: The first case is guessing ofubeo¥a
K**+1. The probability of this happening % The second case isj to deter-
mine the correct value @fin at least one of the protocol runs. The probability of
this case is + (1— 4,)". The last case is% to guess the value that is produced
by the REsuLT oracle is correct or wrong successfully.

By contradiction assumption, singg destroys the privacy, either one of
two probabilities given above is non-negligible or the probability of realization
of the last case is non-negligible. However, with sufficiently laigendy val-
ues, first two probabilities are negligible. Thus, the success probabilitg ¢
guess the value that is produced by thesRLT oracle is correct or wrong is
non-negligible. However, this contradicts with Theorémmamely, contradicts
to the tag authentication.

6 Adapting Our Protocol to Reader Authentication

The privacy definition given by Paise and Vaudenay (P-V) is basethen
anonymity of the tags and unlink-ability of the interactions. The privacy of an
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RFID scheme is broken when an adversary identifies a victim tag or links its
interactions 37]. Nevertheless, Armknecht et al. define privacy as the ability
of an adversary to distinguish real oracles from the blinddi3]. The concept
of privacy in the P-V model is based on distinguishing between differgst ta
whereas in the Armknecht et al's model the privacy is defined basdtieon
notion of (left-or-right) or (0-or-1) indistinguishability game. Therefotieeir
results on the privacy with reader authentication are different.

By using [] approach, Habibi et al. claim that the highest achievable pri-
vacy level is narrow-weak privacy with reader authenticat2gj.[However, in
this section, we prove that it is possible to achigsrong privacy and reader
authentication by introducing a PUF based RFID mutual authentication proto-
col. This is the first attempt to provide both these security and privacyeptiop
in the literature. For our proposed mutual authentication protocol, we fust g
definitions of two functions,#ag, -#reader Which combine some steps of com-
putation at tag and reader side respectively. These functions makexdyro-
tocol more readable. The functio#iag requires two random challengés b),
the initial nonceG and the number df internal steps.%i,g does the computa-
tion from step 2 to step 6 at the tag side (see Fiqlir&he process depicted in
Figure4.

Hicra Gioj

deleteK 1 - j
A @)
] j=1...,k+1
HOZ ’%ﬂ(avb)

Hi 1

Fig. 4: A Generic function#ag(a, b, Gi, k+ 1) = Hyy 1

ZFreadertakes two challenges (a,b) and the secret keys of athg.(, KK
and produces the outpHit. It simply does the computation from step 11 to step
14 at the reader side(see FigBireThe process depicted in Figuse

Note that the notations used in the protocol are already described in Sec-
tion 5. The extended mutual authentication protocol works as follows. First of
all, Z generates a random nonaend sends it taZ. As receivinga, .7 gen-
erates a random nondeand computes = Fa4(a,b,Gi, k+ 1) and sends
along withb to the reader. Then, for each recqnd-l,...,K}‘“,le) in 994

wherej € {1,...,n} , Z compute = Feaderd @, b,K-l,...,K}‘“). If a match
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Hi1

L

T

1 ji=1,... k+1
Hj,]_ HO:%”(b,a)

Fig. 5: Freaded b, &, Kl, ey Kk+1) = Hyi1

(¢ = ¢) is found, then the tag authentication succeeds @nhdomputesd =
Freaded b, a,K-lj...,K}‘”) and sendsl to Z. If no match is found iz %4, %
sends random bits t&. Finally, upon receivingl, .7 computes!’ = .%a4(b,a, Gi, k+
1) and ifd is equal tod’, then the reader authentication succeeds.

Reader Tag;

28 ={(K{,...,KE, Kt 4, IDY),
o (KDL KELKR L IDM) Gi, ID;

1. Pickaegr {0,1}¢ Pickb er {0,1}7
2. — & = Thag(a,0,Gi k+1)
3. Sendb, c
4.1f A(KL,... . KELID)) € 22 b
5.5.1.C 2 Freaded@,b, K, ..., K}‘*l)
6. then
7. retun d=Feagedb,a K}, Kf“)
8.elsereturnd eg {0,1}Y
9. endif
10. — 9 d2 Fg(b,a,G k+ 1)

Fig. 6: A Generic PUF based Mutual Authentication Protocol.

6.1 Security and Privacy Analysis

In this section, we first prove that our protocol achieves reader atith&on.
Then we utilize this proof in order to prove the protocol also providegong
privacy. Note that, throughout all proofs of this section, we assumeattasy is
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destructed ak!" CorRRUPTOracle usage. This assumption gives the adversary
the opportunity to take advantage of performing maximum number of oracles to
any tag.

Theorem 6. The RFID protocol demonstrated in Figueachieves reader au-
thentication for k-strong adversaryx.

Proof. By Lemmaz, let there be one reade# and one tag,7 in the system.
Also, the adversaryy has applied ©ORRUPT oracle t0.7 k times with rules
of Bk, 1. Besides Ay observes the number afy protocol runs betweegy and
7 . Also assume thaty applies following oracles with given number of times
before authentication game as described below:

1. m; times: no oracle usage, the adversary just watches protocol run letwee
Z and T

2. mp times: SENDREADER( 1) oracle to start protocol run betwegfiand.7

3. mgtimes: ENDTAG(a) oracle and ENDREADER(D, c) , where &NDTAG(a) —
(b,c)

4. my times: A derives(b,c) and uses BNDREADER(b,c) and REsuLT(d)
oracles, where SNDREADER(b,c) — d.

In order to increase the success probabilithgflet us assume that the value
of athatis sent to tag by the adversary or derived as a resuk WDREADER(TT)
oracle is fixed. Moreover, let us assume that diffefentvalues are used by the
adversary or the tag as a result #NDTAG(a) oracle usage).

Let the adversary have the numberyothances in order to impersonate
the corresponding reader without using any oracle. Moreayeis allowed to
preparep; pairs(K}(“,d}), j=1,...,p, for corresponding impersonation trial
i. Note that these pairs are prepared according to guesseg ofh value of
missing key.o checks if any pair created is true or false based on the protocol
transcripts reached so far at each impersonation roung, lfas no success at
p; pairs, then the adversary just guesses the valud's of

Let us denotM = my + My + Mg+ my andP = max{ p1, ..., px} whereM
and P are polynomially bounded positive integerskn Let us figure out the
success probability of the adversanjitimpersonation trial. Assume that the
adversary sendsto the tag. If the tag responds with, c) pair value that was
used previously while using the oracles defined above, then the advsusa
ceeds with probability 1. If this is not the case, thanchecks the correctness
of each(K}(“,d‘j), j=1,...,pi. However, the success probability.of, in this
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case is at mosy” % p_y [(I_Ilj:o (1— Ze—{l» . 1} If the adversary fails

after two cases dlscussed above, then she guesses the vatliestdhis trial
the success probability igt.

Thus, maximum success probability .of, at the end of" impersonation

trial is smaller than
1 M\ Y2/ 1 1
—(1-—= 1-— - -
29< 2“>+i; <J[L< 29—j>>29—l—1]

yM y
Tt <2V—P>

Let us denote above probability 1By Then,

ym Yt 1 y
B< 5 +;29—i—1 _p (2)

< M P 1
Yi2a T2 1t v —p
The resulting probability is negligible by the same argument simbéand

P are polynomially bounded ik and a, 6 andy are big enough. Thus the
system achieves reader authentication.

Theorem 7. The RFID protocol demonstrated in Figu achieves both k-
strong privacy and reader authentication.

Proof. Note that by Theorerfi the system achieves reader authentication. Thus,
we only need to provk-strong privacy.

Assume to the contrary, there exists an adversgnywho can distinguish the
real RFID system and the system simulated by the bligderhe blinder simu-
lates the oracles as itis defined at proof of Theobemcept ENDREADER((b, ¢), 1)
oracle. In this caseZ evaluates this oracle and it output&r {0,1}Y. More-
over, there is one more orackendTagd, i1,end) simulated by#. The blinder
returns no output to this oracle.

By Lemmaz, let there be one tag and one real reader in the system. More-
over, let us assume that the reader is not updated throughout the [pebofi
apply the @RRuUPTOraclek times by the rules of the sBk 1 by Lemmal and
the system rung times before distinguish-ability phase.

There are four cases to consider. The first case, as indicated aitgiro
Theorems, is the value oKk+1 or the value ot is determined correctly by the
adversary« at least one protocol run by obtained information. However, the
probabilities arezl—e and 1- (1— —)y respectively.
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The second case is to mak& to determine the answers given from usage of
RESULT oracle true or false after receivit«—SENDREADER(b, ). Nonethe-
less, this is possible only if4 knows the value okkt1 but this can only happen
with probability ofz%. The third case is that the correct valueda$ determined
by #4s at least in one of the protocol runs. This probability is (1 — %)y. The
last case is the value ofor d is guessed correctly byi. However, the success
probability is 51+

As all calculated probabilities are negligible and finite sum of negligible
numbers are negligible. Thus we have a contradiction. Namglyas at most
negligible advantage at distinguishing the real system from the blindes, Thu
the system satisfidsstrong privacy.

7 Conclusion

In this paper, we revisited Vaudenay’s privacy model, which is one oivile
known models in RFID frameworks. We went one step further and intediuc
two new notions of adversary classksstrong adversary ankforward adver-
sary. These two adversary classes cover all the classes defined Bgute-
nay's model and yield two new privacy classkstrong privacy ané-forward
privacy. Contrary to Vaudenay’s model, our model covers the sedetigf be-
tween destructive and strong privacy.

We also proposed a new extended PUF definikigtiJFs. Ideal PUFS are
assumed to be destroyed once tampered. However, our proposalsexé
assumption to the real case, , i.e., these types of PUFS are tamper proof up to
k corruptions. This new type of PUFs seems to be more plausible than prior
proposals. This approach can also be considered as a more realisticiate
analyze RFID authentication protocols.

Next, we give two robust PUF based authentication protocols to illustrate
different privacy levels in our new extended model. In our first protoae
prove that the strong privacyofstrong privacy in our model) in the Vaudenay
model can be achieved by only using symmetric encryption and PUF functions
In our second protocol, we prove that both strong privacy and resadbenti-
cation can be achieved in our model (as it was not possible in the Paisd Mode
previously).
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