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Abstract 

Researchers have noted potential links between Internet addiction, the use of work 

computers for non-work purposes and an increased risk of threat to the organisation from 

breaches in cybersecurity. However, much of this research appears conjectural in nature 

and lacks clear empirical evidence to support such claims. In order to fill this knowledge gap, 

a questionnaire-based study explored the link between cyberloafing, Internet addiction, and 

information security awareness (ISA). A total of 338 participants completed an online 

questionnaire, which comprised of the Online Cognition Scale (OCS), Cyberloafing scale, 

and the Human Aspects of Information Security Questionnaire (HAIS-Q). Participants who 

reported higher Internet addiction and cyberloafing tendencies had lower ISA, and Internet 

addiction and cyberloafing predicted a significant 45% of the variance in ISA. Serious 

cyberloafing, such as the propensity to visit adult websites and online gambling, was shown 

to be the significant predictor for poorer ISA. Implications for organisations and 

recommendations to reduce or manage inappropriate Internet use are discussed.    

1. Introduction 
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A recent Business Crime Survey highlighted the growing security threat from individuals 

within the organisation, or ‘insider threat’1. This finding is presented alongside a realisation 

by the information security community that the weakest element in the cybersecurity chain is 

the human end-user2. Aligned to this is previous research indicating that improving the 

information security awareness (ISA) of employees is key to protecting organisations3. It is 

therefore critical to understand the individual factors that may affect ISA. Two concepts, 

Internet addiction and cyberloafing, are presented in this study as being of critical interest for 

further research, where cyberloafing refers to non-work related Internet use during work 

hours and Internet addiction refers to uncontrolled problematic Internet use4. 

1.1 Cyberloafing, Internet Addiction, and Information Security 

The concept of cyberloafing has been previously defined as “employees’ voluntary non-work 

related use of company provided email and Internet while working”6. Research has linked 

the potential for cyberloafing activities to aspects of problematic Internet use, in the form of 

Internet addiction 5,7–9. Within the workplace, problematic Internet use has been reported to 

lead to increased mistakes and illogical thought patterns potentially increasing the risk of 

information security breaches10. Despite this potential relationship there is a current lack of 

research examining the link between cyberloafing, Internet addiction, and ISA. 

The prevalence of cyberloafing is widespread, with 44% of employees citing personal 

Internet use as their top distractor within the workplace11. The consequences for such 

cyberloafing can be varied, with studies often focusing on lost productivity and revenue6,11. 

Indirect costs to cyberloafing have also been noted, including the degradation of system 

performance due to unnecessary bandwidth use12, alongside the potential to increase 

security threats13,8. 

An established a typology for cyberloafing has been previously presented based on its 

potential impact on the company and its level of legality6, this being: 
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• Minor Cyberloafing: included sending and receiving personal email whilst at work, 

surfing mainstream news websites or financial websites and shopping online. 

• Major or Serious Cyberloafing: included the propensity to visit adult websites, 

maintenance of personal websites, interactions through chat rooms/blogs/personal 

ads, gambling online, and downloading music. 

The findings noted that at least 90% of those employees questioned had received, checked 

and replied to personal emails during work hours6. Less than 10% admitted to visiting chat 

rooms or adult orientated websites, suggesting that the majority of individuals are engaged 

in minor cyberloafing activities. However this research is limited due to the self-report nature 

of the questionnaires, which could mask the full extent of cyberloafing. It could be that 

individuals are less inclined to admit to engaging in more serious cyberloafing activities due 

to fear of punitive actions or the need to avoid appearing socially deviant. 

Interestingly, research exploring the potential antecedents to cyberloafing has hinted 

towards a potential role for Internet addiction in its prevalence. For example, it has been 

noted that both trait procrastination and compulsive Internet use influenced the potential for 

individuals to engage in cyberloafing19. Internet addiction was also noted as being a potential 

aspect of addictive behaviour viewed as one of the key tenets of the theoretical framework 

for cyberloafing8.  

As with the work on cyberloafing, research exploring Internet addiction in the workplace has 

tended to focus directly on the impact for productivity14. However additional research has 

suggested that Internet abuse in the workplace could be a potential extension of employees’ 

activities associated with Internet addiction15. Although the relationship between Internet 

addiction and information security behaviours are yet to be examined, previous research has 

identified characteristics such as poor impulse control and risk-taking as potential predictors 

of both behaviours 16–18  
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From this previous research a potential confluence could exist between several key aspects 

of employee behaviour and adherence to information security protocols. Specifically, 

increased levels of compulsive Internet use may serve to fuel the engagement in 

cyberloafing activities. In turn, it is these cyberloafing activities that may lead to poorer 

information security behaviours. These relationships are evaluated in this paper.  

1.2 Aims and Objectives 

The current research aimed to further examine the link between Internet addiction, 

cyberloafing and information security behaviours. The research reviewed above indicates a 

clear potential for technology addiction to ‘leak’ into work-based activities, and therefore be 

manifest in aspects of cyberloafing. Consequently, aspects of cyberloafing have also been 

implicated in the adherence to information security advice as well as having wider security 

implications on the employee’s host organisation. The importance of this work has obvious 

implications, not only from the perspective of productivity and revenue but also more 

fundamental information security issues. As the likelihood of engaging in addictive 

behaviours is linked to individual differences, research of this nature shows how important 

human factors are in developing and implementing effective cybersecurity practices.   

2. Method 

2.1 Participants 

A total of 351 participants took part in an online survey, with a total of 338 being used in the 

final sample due to incomplete responses. Participants were recruited through Qualtrics 

Research Panels (https://www.qualtrics.com/research-core/) and were paid a small 

honorarium for taking part in the study. The final sample comprised of 165 males and 173 

females all employees from the U.K. The age range for participants was 26-65 with a mean 

of 43.11 years (SD = 10.78). All participants reported using a computer as part of their daily 

work life for at least one and three-quarter hours (approximately 10% of an average 7 hour 

working day) and were in full or part-time employment. 38% of the participants indicated that 
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they were aware of informal rules to govern the use of digital technology in the workplace, 

with the remaining 62% stating that there were more formal rules in place. 

2.2 Measures  

2.2.1. Online Cognition Scale (OCS) 

The 36-item OCS is a scale that explores aspects of excessive Internet use20. Participants 

responses are recorded on a 7-point Likert-Scale with 1 = Strongly disagree and 7 = 

Strongly agree. The OCS has a high level of internal consistency with a Cronbach’s alpha of 

0.943. In the present study, a Cronbach’s alpha of 0.96 was achieved. Possible scores on 

the OCS vary between 36 and 252.  

2.2.2. Human Aspects of Information Security Questionnaire (HAIS-Q) 

As a measure of ISA, this study used the HAIS-Q(16,21). All of the questions in this section 

were responded to on a five-point Likert-type scale, where 1 = Strongly Disagree and 5 = 

Strongly Agree. Cronbach’s alphas of 0.84, 0.84 and 0.92 for Knowledge, Attitude and 

Behaviour respectively were previously reported16, with similar scores obtained in the 

present study (α Knowledge = 0.83; α Attitude = 0.92; α Behaviour = 0.90).   

2.2.3. Cyberloafing Questionnaire (CLQ) 

This measure contains 22 items exploring the use of work-related computer technology for 

non-work purposes6. Nine items were categorised as minor cyberloafing activities, eight 

categorised as major6. The remaining scale items were retained as fillers but not used in 

further analyses. Respondents used a 5-point Likert-scale to record the frequency of 

engaging in cyberloafing during the previous month from 1 = Never to 5 = Frequently. In this 

study, a Cronbach’s alpha of 0.92 was obtained for the Minor Cyberloafing Scale, and 0.95 

for the Major Cyberloafing Scale. 

2.3 Procedure 



 6 

The scales outlined above were used to create an online survey with data collection being 

conducted through Qualtrics Panels between March 6th and March 10th 2017. Participants 

were invited to take part in the survey and were given a brief introductory statement about 

the nature of the study. Participants were told that participation was voluntary and they could 

withdraw at any point during the process. Upon completion of the survey, participants were 

thanked for their time and given further details of the aims for the study. All incomplete 

responses to the survey were deleted before the final analysis took place.  

2.4 Data Analysis 

All statistical analyses were conducted using SPSS (version 22, IBM Corp.). 

3. Results  

Descriptive statistics for the factors and Pearson’s correlations are shown in Table 1, where 

n = 338. There was a significant medium, negative correlation between ISA (i.e., HAIS-Q) 

and Internet addiction (i.e., OCS) and cyberloafing. This suggests that as ISA increases, 

Internet addiction and cyberloafing tendencies decrease.    

<INSERT TABLE 1 ABOUT HERE> 

To determine whether Internet addiction and cyberloafing can predict participants’ HAIS-Q 

scores, a three-stage hierarchical multiple regression was conducted. In line with previous 

literature linking Internet addiction and potential issues in information security 22,23, OCS was 

entered at stage one of the regression to control for this variable. Based on previous work, 

Major Cyberloafing was entered at stage two, and Minor Cyberloafing at stage three6. The 

Durbin-Watson statistic was 2.106, suggesting that independence of errors could be 

assumed, and values of tolerance and VIF suggested that multicollinearity was not a concern 

(VIF average = 1.60, tolerance average = .659).  Collinearity diagnostics also indicated no 

multicollinearity. 
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The results of the regression are displayed in Table 2. In the first stage, with OCS as the only 

predictor, the model explained 23% of the variance in total HAIS-Q scores. In stage two, 

introducing Major Cyberloafing explained an additional 22% of the variance. Minor 

Cyberloafing failed to be a significant predictor for scores on the HAIS-Q. Together, the three 

variables accounted for 45% of the variance in scores on the HAIS-Q, and both Internet 

addiction and Major Cyberloafing represented significant negative predictors for scores on 

the HAIS-Q. As previous research had reported gender differences in cyberloafing 

tendencies24, a separate regression was conducted with gender added as a potential 

predictor for scores on the HAIS-Q. This variable did not add to the model, and is therefore 

not considered further.    

<INSERT TABLE 2 ABOUT HERE> 

To examine whether problematic Internet use might also be linked to organisational factors, 

responses to the following question were examined:  

“Within your workplace, are you aware of a sets of rules which govern the use of 

digital technology (such as computers and laptops) and information security (such as 

sharing passwords or which websites you can view within work time)?” 

127 participants (38%) reported that their organisation has an informal set of rules and 211 

participants (62%) reported that their organisation has a formal set of rules. Independent 

samples t-tests were conducted to compare these groups of participants on problematic 

Internet use and ISA. As shown in Table 3, participants who stated that their organisation has 

a formal policy were significantly less likely to exhibit problematic Internet use, both in relation 

to cyberloafing and Internet addiction. Respondents who reported a formal policy had 

significantly higher ISA.  

<INSERT TABLE 3 ABOUT HERE> 

4. Discussion 
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The results from the present study demonstrate that inappropriate use of the Internet, both in 

terms of cyberloafing behaviours and Internet addiction, can predict information security. 

Employees who reported Internet addiction or engaged in cyberloafing had significantly 

lower information security awareness. The cyberloafing behaviours of interest are 

considered ‘major’ cyberloafing, and cover behaviours such as visiting adult websites and 

online gambling. More minor cyberloafing activities, such as sending personal email, were 

still associated with lower ISA scores, but were not significant predictors in the regression 

model. Further to this, it was noted that those individuals who had explicit and formal rules 

governing their use of digital technology in the workplace were less likely to engage in 

cyberloafing. Finally those individuals who knew about formal rules governing their use of 

digital technology in their place of employment also scored significantly higher on the scale 

of information security awareness.  

The following sections will discuss the implications of these findings, with a focus on the 

applied contributions of this research. Finally, the limitations will be presented.   

4.1 Internet Addiction in the Workplace 

The demonstrated relationship between Internet addiction and poorer engagement in 

cybersecurity aligns well within the previous literature in the area. However, the majority of 

this previous research has focused on employee productivity rather than the implications for 

information security behaviours. Early research noted that those who were categorised as 

being dependent on the Internet reported severe work-related issues due to spending too 

much time online23. Since this early research, the use of Internet-connected devices and 

online applications has greatly increased. This is likely to further exacerbate the situation, 

meaning it is harder for individuals to disengage with the Internet20,25.  

Since the present study indicates that employees’ inappropriate use of the Internet may 

increase the likelihood of cybersecurity breaches, this highlights the importance of 

organisations having mechanisms in place to reduce or manage this inappropriate 
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behaviour. The OCS was originally presented as a pre-employment screening mechanism 

for employers to isolate and potentially exclude those who exhibit addiction to the Internet20. 

However, due to legalities surrounding recruitment, such a process could create an ethical 

dilemma, especially where the etiology of Internet addiction has been viewed as being akin 

to substance addictions26. 

In addition, the potential to implement measures to screen out individuals before they are 

employed fails to mitigate risks that may already be present within the organisation. While 

some organisations have used employee surveillance, research suggests that these can 

involve large financial investments and can lower job satisfaction and productivity9,27. It has 

been noted that terminating employees for their Internet abuse could be more costly than the 

actual misuse28. Instead organisations should consider seminars and workshops to help 

employees identify abuse and seek treatment for addictive behaviours28.  

The vast majority of organisations have clear and explicit guidelines designed to govern 

employees’ use of digital technology within the workplace25. However, there is evidence that 

these policies are poorly understood or enforced by organisations29. In the present research, 

all participants acknowledged rules governing use of digital technology within the workplace, 

but 38% of respondents indicated these were only informal. Participants demonstrating 

awareness of a formal set of rules, exhibited higher ISA, and the tendency to engage in 

cyberloafing was lower. Effective information security education, training and awareness 

programs can increase employees’ ethical integrity and accountability online, and ultimately 

reduce organisational revenue lost to inappropriate Internet use28.   

4.2 Cyberloafing and Information Security 

The findings associated with the impact of cyberloafing on information security present a 

complicated picture, which warrant further empirical investigation. In the terms of the results 

from the present study even though minor cyberloafing did not present as a significant 

predictor for information security, there was still a significant negative correlation between 
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the two. Some aspects of minor cyberloafing have been noted to actually increase aspects 

of productivity in the workplace6. It has been argued that minor cyberloafing can provide a 

necessary diversion at work, leading to increases in creativity and enhanced learning30,31. 

Even in the instance where individuals may view certain aspects of their personal use of 

work-based computer services as being socially acceptable, results still demonstrate that 

they are linked to poorer cybersecurity. A possible explanation for this could be related to an 

element of risk compensation which has typically been discussed in relation to accident 

prevention32. Mapping the risk compensation hypothesis onto information security, 

employees may make an erroneous assumption that the systems that the company has put 

into place give them greater freedom to engage in even more risker activities. This aspect of 

risk compensation could also be mapped onto organisational culture, where an accepted 

trade off is made between minor cyberloafing behaviours and lower ISA, in favour of better 

productivity and job satisfaction levels. Therefore, in weighing the need to complete work 

tasking with the need to abide by security requirements, organisations might be happy to 

allow minor cyberloafing33.  

4.3 Limitations 

A key limitation with the present research is the use of the term ‘Internet addiction’ and the 

measurement of this variable. There are two major approaches to Internet addiction, with the 

first being the view that it is a growing issue that requires a clinical classification; the second 

being that excessive or compulsive use of the Internet fuels other aspects of technology 

addiction, such as online gambling, or gaming25. In present work, this argument is accepted 

as being of critical importance. However in this study, the use of Internet addiction served as 

a global measure for the individual’s potential to engage in activities mediated by the use of 

the Internet, resulting in negatives outcomes in real life 34,35. 

The use of self-report data also presents a possible limitation, particularly where 

respondents may wish to portray an ideal image of their activities within the workplace rather 
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than the reality. Even though participants were not required to name their employer and 

were given assurances of anonymity, respondents may still have had an element of 

reticence to report their actual behaviours. This may be most apparent in the context of 

cyberloafing activities, and it is assumed that there is still a level of underreporting of this 

because of the potential negative consequences and implications. In addition, it is important 

to note that there are also limitations associated with any objective measure of information 

security behaviours, as incidents are often not detected or reported36. Self-report is therefore 

considered appropriate for this research.     

5. Conclusion 

The present research examined how Internet addiction and cyberloafing serve to influence 

attitudes, knowledge and behaviours for information security. The results highlight that 

Internet abuse and major cyberloafing activities act as key predictors for poor cybersecurity 

practices that in turn could place the host organisation at risk of a potential breach. As a 

preventative measure, organisations need to implement effective information security 

education, training and awareness programs, ensuring that all employees are familiar with 

the acceptable usage policy for Internet use. While some organisations may implement 

stringent penalties for serious transgressions, the value of instead providing training to 

empower employees to recognise Internet abuse and seek treatment for addictive 

behaviours is discussed as a more cost effective means of reducing or managing 

inappropriate Internet use.  
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Table 1: Descriptive statistics for HAIS-Q, OCS, Minor and Major Cyberloafing  

Construct M (SD) 1 2 3 4 

1. HAIS-Q 253.22 (36.57) 1 - - - 

2. OCS  119.55 (43.29) -.477** 1 - - 

3. Minor Cyberloafing 18.53 (7.58) -.451** .436** 1 - 

4. Major Cyberloafing 12.34 (7.10) -.658** .586** .672** 1 

* p < .05, ** p < .001 

Table 2: Summary of hierarchical regression analysis for variables predicting HAIS-Q scores  

Variable β t 

Step 1 F(1, 336) = 99.13, R2 = .23** 

OCS -.48   -9.96** 

Step 2 ΔF(2, 335) = 134.70, R2 = .45** 

OCS 
Major Cyberloafing 

-.14 
-.58 

  -2.78* 
-11.47** 

Step 3 ΔF(3, 334) = 89.62, R2 = .45** 

OCS 
Major Cyberloafing 
Minor Cyberloafing  

-.14 
-.56 
-.02 

  -2.74* 
  -9.21** 
    -.36 

* p < .05, ** p < .001 

Table 3: Independent samples t-tests based on knowledge of organisational policy  

 Informal M (SD) Formal M (SD) 
t p d 

OCS 126.53 (49.04) 115.35 (38.95) 2.19 .03* .26 

Major Cyberloafing 14.41 (8.43) 11.09 (5.82) 4.27 .005* .48 

Minor Cyberloafing 22.81 (9.41) 20.21.(8.31) 2.66 .008** .32 

HAIS-Q 237.98 (37.81) 262.39 (32.60) -6.05 .001** -.99 

* p < .05, ** p < .001 
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